t5)

F5 Secure Web Gateway
Services 2E%215

ATREERLZEMRO FEMHESENE APT) LURIAZEXRRE 5
HAFIVRER AR T TigH, BT BEBERAY T ABERE Web 13
NELZEMHEBESARES AR MEIESIEL - F5 Secure Web Gateway
Servicese

BitaEE
£ * David Holmes



AkE
F5 Secure Web Gateway Services 2 #4245

H#%

g7 3
REHIMZENFTEEREIHE S 3
F5 Secure Web Gateway Services 3
F5 FELRAEZE 4
Secure Web Gateway BI=KZEFEIhAE 4
TS MEEZUFNIEER Proxy 5
F5 ZFH{a{$E A Secure Web Gateway Services 6
BEBIE 6
EEIPEIFE 7
SFEFEEEIBE 1
PCI CDE DMZ ZpE 1518 13
KBS EIRRE P HERIEE 15
{i¢ Microsoft Forefront TMG 5i§ 15
RAEBRRBRTFEHKN 16
RIEMRELIgERE 17
5w 17



BRE i
F5Secure Web Gateway Services 2 %£%21% ®

P

)|

FHRSBENEAZZMEROZBMRBNNIE - (HERESLYSTHEMMN BT, Mbl
% UFEMPEEEEEURBNEE THECEMIEH - B ZEEVENERBERRE
PRIBEZANEAHRETN (Pl) &% afEE - M ENFE#AERINEER
EEETLIERIETTH Web o BEBREMWIREF A ECIEMERE (Drive-by Download)»
ENZIEZ (Threat Du Jour) MK AT INEE (Watering-hole Attack) - ELEEHMEATRE R
FEEEEBMERSH T REMMARNER{LEE TR HERERRFIERN R Z MR

&R L #EEAIER Proxy RIBBFREEAENHINEFRERER WHELEERT
ERER Web &M - BEMMNARERMIRAE T EEEEE (MARREERANMLL
A ) SEXREUA Proxy » RERTZMECELER Proxy SEEFRMHFZ A AlEHER RIEM
AMEE AR

RELSMFEFTEERAYHE
BERIER Proxy FITERGMEA - R MRIREAITERELND - IATHOHEITETEIRIL S - BY3
REEN =M

o TSSL everywhere; BRI REZEFAIER Proxy FZEIEER °
I

£ SSL REMBEEEEEAENOKEA
_ B ERIER Proxy EERRZE"
o HIAEMRENRMETIEZT R EBFAMERESIE Nk IR EEMBER T B RAHERE

RITEE

o RIEHARSIRNEREMEESRE -

HEEELEEIFMER S hIFERE - M Proxy BRI EKEREER RIS - RINEIE
IEES KRGS Lk B RIRR R T EE -

F5 Secure Web Gateway Services

FAhS F5 EEMAIE(EMRR AR M IEHEIRE - [ - F5 Networks HETEAEMETTIEARENIZ NS
EHEETE L BASEE - BEH) Web REMRIGEIEM RER TERZE



BHEZE

F5Secure Web Gateway Services 2 %£%21%

F5 R RAE 2 B2

F5® Secure Web Gateway Services FM{EHRAIIER Proxy BAIAFRE ? B 2MHE LETERE

ol A

MiELEERME AR FS BERTEANAIHEE Web REMSERIBRRREATT -

BANEEWERMGEH  EHAER Proxy RS ESETHALNMEIESE  BEEM
FEERSMIVER (e 2L B AR FTTE B e (58] - T Secure Web Gateway Services BE/R75
RIS EIERERE A EMRIF A -

BFEFNILBE : Secure Web Gateway Services FI2 E R & 1R R8BSR 1E® Proxy
RIIEFTRES] o ALL{FEREZEE DAV B REIE Web T2 MR ESEMNEASH
(CapEx) e

SSL fR&:SSL EEMEMABTEEE R Rit: EBEFEENH X RBENGEH
b SSL EWESHETEER  EHARSEBEZER F5 Application Delivery
Controller (ADC) 3R#ITIEIBINAE © THE Secure Web Gateway Services BEETFE
ADC & BIa]#REBEEER -

RBE—FA:MESH 5 BAFEETAELE—ERZRSRBE—FA (SSO) i
BERAE  Lb—R A F5 FfiT R BRI T EREREANEH EMEBXREL
EITHEAERE U E AV EERRFREIIEM SSO #Eilbsa{bEREREER AT aM
B3fE o

REMRBNES : 5E 5 FoBERE LEMEHINLEMRE - B HRRE
1418 dﬂ—ﬁ%ﬁ%o EHERE HEPE RIS EH RS TR EH AN EIMFEUR
LEMRIES -

EBLEERIFE F5 Secure Web Gateway Services 15L& Web & MHMERER & IR M
HEEENRAREA -

Secure Web Gateway A= KE R Ih#E

Secure Web Gateway Services BIFTEFEHRZEG] HMELUTI=IER S HINEEAERR @ fH1LER
B EEEEEIRE LURERR-



AkE
F5Secure Web Gateway Services 2 %£%21%

#But > FEFnERE

HEZIBINREZ A REARMERR Secure Web Gateway Services FriZ B8 FEF
g BSHTEERUMNENESBRETIFAMEE WIRHEIE Secure Web Gateway
Services & MEBRENEFEET AEH  EEMIAEENERS 7T HE T8
#9788 Proxy BRERERHBARAVMENL - T LAk A EMNEBARMLEET

SRR

MEZTEURERTARETHEINEZHERE BuAEEREREME Secure Web
Gateway Services SH@ - 2% F5 BRAEMELURE RAVEEMRI (20 Adobe
Flash &1 Adobe PDF) 2&if§# flis & =S E a8 & & FERS

[E1%R

RMEEEFEAMIKRIREES) TeEIERGMRE WIEFERFBIFFER - Secure Web
Gateway Services A%15h Web TZEVAYS RS MHEIRHIEL Rt > PIERFI EESIZRFEIER Web &
BEBZNAG  BEERRIERGEEEER LIRS HEREMBMNEK- F5
AR AR RRRERS  WiEEEHERE (fa S8 AMERRASEMRIEE 2ER
ERERTR )

T #E5MEETUFNERR Proxy

F5 Secure Web Gateway Services B] BE)3§{EERAYIER Proxy /EA EAMEEHAEERER
BB TEEEMERERE - BRERAXNERRAAER RREEETHEFSEXEN
E - M ARBIEYTERHE ARSI RE LR

Secure Web Gateway Services ta] LU A S MEIC Proxy o BI3ERE Proxy X RIAYE  FME
NIEMA Proxy BREEKRRRBTEE HMBHPNSEEREE (NFEHRE) BREEEINEM
1EM Proxy° BEAREEA R LT EERRANRASIEE AR FSBEMERIRIMNER Proxy
A REE  BEENLEMHES -

Secure Web Gateway Services & BEFERH WPAD & PAC 1% 27 BEMARERE - T4 e
LB GEHER BRI Efth i 2 EIRRER B HEREIMETN Proxy BIEETE

= Security
Advanced Malware Payloads
Advanced Malware Command and Control
Files Containing Passwords
Custem-Encrypted Upleads

Mobile Malware

N 8§ 8 ®

Potentially Exploited Documents
Suspicious Embedded Link
Malicious Embedded iFrams
Malicious Embedded Link

Bot Networks

Potentially Unwanted Software
Keyloggers

Phishing and Other Frauds

Spyware

0000000000000 ODO

N S S VR VI < C S (S ¥

Malicious Web Sites.

1 B ERENREED 4R

Websense #fd ik 5> ¥ & ¥ E £ F5
Secure Web Gateway Services F¥}7&E
ZEL 25 ZHBE - Websense BE
RESIEHHEEMUL LRESEERNS
B IEERERIR



AkE
F5Secure Web Gateway Services 2 %£%21%

F5 ZF#{a{E A Secure Web Gateway Services

Secure Web Gateway Services 2EZEFES RS TIUEE REFIEIE - ELIBEMIERKILL
By MEBREEREREEFNESE-

ABREIMRZM  Secure Web Gateway Services B{REM MRS EIRIFHAYE
B&-

o SEEEH: F5 ARTIENRFIFEATREFERAE EMEERETR

o TWHEZHEAREIENE  Secure Web Gateway Services BERIES I IESIMERER
Bl FE BB IR HE R FE A E SRS FEE RS RIRERIET -

o ERIEBHE: RERTRLZEMERNMIFER (PC) IEENHERUNFFABHIER
1% (CDE) HReOfEIAREREFIER) Proxy SRIFERAIAHERR HERE AV E #ARIARES

S R IEL=Z

A B% | B iﬁ'.

ATERZTEISENBIZE Secure Web Gateway Services FIERS SIS A K =B EIE
¥ SHEFEY LUK PCI CDE DMZ. EXAI IR ZAEFISIENSZIBESREBES
EURBITHEERNILLES - b5 EimAM—EEEIE1E  BRTS R ARt

o iEutFRANERSE



AkE
F5Secure Web Gateway Services 2 %£%21%

TREEIBE
Secure Web Gateway Services BERAEMN M ELES T SBAMTEIREEMZ 2 MERD
ZEAREER TERE - BEMBEHEER —BEX  HW2ZEHHME » Secure Web Gateway

Services AiE @ FEMEREMLL - IBRAREEEEE - WERIB 1I-EA & HEEIRY Web 1T
B DUREAR R T EAERES Web RE -

—ETS MBI B E RS Secure Web Gateway Services AUfBHIERSE - EEEIEER
WL R EISREERINEE . Bl —0E RAVEEIIhEE  BIE:

o RAXARESLETERES SHR

e SSL iH#
o [A8 SSO
EEEREEA
BuLsE

© 0| (===
Gateway

—— -

EHARE

—— e

B28 A%

7EYA —o
~ Web API

-

ERE + Web R&1t
o]
BFEH
ERE A 5 "
Kerberos fBE BIG-IP & %
Rt NTLM \ )
& ERERE
i?%ﬁﬁ — Facebook
Active
Directory
\ J %
YouTube
ERIEE
— ]
ABRAE) Web 21 -
o T;;fiﬁﬁﬂy;gi’“%ﬂ m Secure Web Gateway Services BE{ERIETEHER ZEERS
o ﬁi ‘ o BIG-IP Access Policy Manager we  EE &
@ + Secure Web Gateway Services X7

2 RRBEFE ZFEUTELERTFIESE-

EALEBHRETERES DR

Secure Web Gateway Services AR EERH ADC FEEBRIE AR BREIEMR
REEMR 7 RE- A TEHEBMHK 3 M 4+ IP LUK TCP WAE - BNELBRITIE
f{FEFHEYIFE - Secure Web Gateway Services BB IERIER Microsoft Active Directory FRFS
BEIEIE EMLIFE 1P (it A EREAE R ERTE

B EA
iz



AkE
F5Secure Web Gateway Services 2 %£%21%

RIAEIE BN LIEEIHTE Secure Web Gateway Services LLK Active Directory 2R&EFHEFHMARFHREY
THEETTED LIRS — (A& TS R RS - BEUF Active Directory Bl ERBIFEXEL %
M ENS R KRN E R ERBRMAEF -

NRFIRFIEEIFE (TRERHPIRPEETEEEMN )’ Secure Web Gateway Services FAE##
RACERRERERIR M =@ RI1T 777"

1. BERREREMEEMERER-
2. EIR R EERIREIAY % 2 MR IR SRR -

3. ETERMEREZEAL FHEZEMNEEEITEE (Atk—3k > Secure Web Gateway
Services FiBEEHtEFZEE EMHRARIERZE ) -

*"ﬁhu == /JILE

BEMBOHINVEEEAS R AV ERE - FEE HTTPS Z#ink ATEEImRAIGE - RGBEIESEY
RAERAELEER - 7 HEETTIRE » Secure Web Gateway Services A SSL f#INRE S BEIELE:E

ZEFEMAE B R R mAEMERERRAEE & - MAER (CRELAEETHEALENH

ne ) BlgshBECIEERE S ELEREH -

me
g

87X SSL B—TRERARIINEE - BEHE  RMEESREEBRET U MERAER:

o RMEHERRIRITRIEL - BE REEETEEERESAMEEHENEREEN

o ERAPIRSIEEREEAVMELL - BEFt SSL BRI 5N Secure Web Gateway Services
HAREEE R Pin SR e E AL

o WRERREEEIEMAEL - BENMLEHARFEESREERENRIAFIRIEEH  MRE
F3 SSL % siEEm#ER -

o SfEfEfE SaaS i - FZRMEEEETHEAN SaasS FREUSEEERR - mtfIaTLL
(BRNEES E ) BnFaNisE gt ELRBNE—EAEAEER -

EIE BAREEERIEEAEAINER SSL Proxy . tt4h BAEEEMERIMRE  BEEEAMRES
IBEIERAERIARTS (5140 Microsoft Windows Update) » tifEEFEZHSERR SSL Proxy © ANSRAEIEE
Bk A FIRREEERE BN EMEEMAFNERS SSL Proxy WUTHEE » RHEIEE AL FIH o35
UERIBETAER fEHHRILIE @B LE R E - SSL & AT ER BB IC R E B RM BRI EMEIE
RYERBIREE



BEE

F5Secure Web Gateway Services 2 %£%21%

HERIFS Secure Web Gateway Services B F5° iApps® AR FAAREIE SSL & FTrERR BaYimuLEER| o

SSL Intercept Configuration
Note To intercept SSL connections that are passing through the proxy, you must configure a valid CA certificate and k
CA Certificate swgca.cn y
CA Key swoca key v
Privale Key PasSword (If any) | sessersssnsssrsssssrssannssnse
Selected Options
ICommon VWordPress_Posting
Select SWG Categories that will Financiai_Data_snd_Services << YouTube_Commenting
bypass SSL fitering Hosted_Busness_Appications YouTube_Sharng
nformation_Technokgy - YouTube_Video_Upload
Onine_Brokerage_and_Trading ssi_bypass

3: Ll iApps EAEIE SSL FFERSBRIER!

BEEMRELEEL)
BRI S ESAIES 5| R T IRMHEHEEN faESERERESHCMESIEEAMLL - Google
AR T® A SafeSearch T Microsoft $RFARYFL#IEIA SmartScreen &fiE T He

MBFEAEELAFAELEL2EXAERS EERENEERUFAE RSN ATEREAESHER
FRo tbylh ZEMSE|ZEEIRA T 2R SSLy AR EHIEINTER Web REMIBEZZH-EBH
#FZ - Secure Web Gateway Services A& IR I $EAERFOSE LIS SR PAVER  AYETERAMNE
ARNREHEBEA -

FR£EEE SSO

[F1B2 SSO A& Secure Web Gateway Services BR5EKRITNEEZ—  REMLELE  FERSEFAEDZE
SSO TEHEESE (&l SAML FNEAMIRAM ) - ASHERREER 7 ENE ARk i 2 A CHEuGF1EXEE BNAR
#% (SaaS) EREXASEREETFE - a1tt—3K - Bl elR R RIS BRI HIAIREE  EMEEWLFERE
AT RIS FERME RS - LUK B AR IS R B LE [E s o



S ‘
F5 Secure Web Gateway Services 22£204% ®

Welcome to F5 Networks

Applications and Links
m attask.f5.com ‘a T BT
- Traffix AvNet VPN
hive.f5.com FIRE
U
‘E Hive Prod Environment helpdesk.f5.com
: Concur
RemoteSupport Seattle
Q e C'HCUF Travel & Expense
iy Zendesk
=2 PD Lab Helpdesk
4 Thiz product is licensed from FS Networks. @ 19953-2013 FS Netwaorks. All rights reserved.

4 1R{FEE SSO WEREAEEES

BREREEAAR A 20 AR EIRAIEEAET SaaS FEAFER ° Secure Web Gateway Services K
[FIEE SSO MMEERBEE A EREABEHIMAREZWIEN - BEEREE 20 ERBNE—-E
& ETMETLIEEEE FEENE CrAllEmEEAMEBAE—RE [UEATE
BEEEENO -

I
B SAML B EHBIRME (0P) AILUER NTLM ETERLE A BEAEBETREAR

EREEHNES: ERERTEEATREENEACSENRENIREENENEE. 58 SAVL 0P RIERBEACNIA
MERE—BASH HTREHAERESENZE- HRFERE:

UREAIRE

Secure Web Gateway Services BIZEVR IR ZFH Pimta TN ENESFRERGEN &
LA FinieE ERARR FECEBEASKNER N SIPRERBNR EEHREREN
— KRR - FIEFRAIFLE R PR E R FIE Z A ERE S E L EMER

10



AkE
F5Secure Web Gateway Services 2 %£%21%

SEEEIES

Secure Web Gateway Services B @LINRFREY (FIANEMIEEE ) MULFRR - AR
BERTE (5120 FTP) AR ARSI HIRIGENEF S ERETE - SAERGIEIEEEE
ERERBEEMLUDS EmREEERETANREEEMELURSEARIER (LAR
B) ko

BEPRSRERECER (I ER A AAARRE ) FriRHAVEHIET AN - BtaeEmBRIAYE
B (B RERAGARRENERRER ).

o [RAEIBRBNER  EFRERIEMBEIREE  Secure Web Gateway Services AI#EHA
DT EEAREEMEE UL - RIGEIE S TMERF AEREE R HI IR LS B HusAY
FEL 2REEEAFTRVTFEUR R - BGI2RER » FragF 8 T A TR M /R E BiTFEY
FREE EEETEEEE THESERERBNER (EMENEEREARTERA
EFRE ) BlRDR_ERS -

Secure Web Gateway Services BEfFF Websense #ERENT AU ERICEE
EEFRA - EEEEEHNENEIIHEFNRMIZR ) UERREESKRE TR
B EMEMBRRAARFHSERIR ABNER - BELL—RIEANEEZVEH Secure
Web Gateway Services FriRftRUIEHIBRE TEF -

o IR{HHRA Netflix RIFEHI : Secure Web Gateway Services AI#ZEHIHI R —EIR LG5
BIBIZE Netflix FIERERIRMIL - BLARBERBMITTZI M BERE HHE AR
e BLABBABE T RN AR EETETLRESEHIE TFIEL
s - Fit - RIAEE S A LURBRHEACE BT REREA -

A EEEEEIE

IRMHEHEIFERITNEER Secure Web Gateway Services SiBIBIBE BEBRT R R &{EH
LE—EE A F5 BR AR ERES T ERAMNMERIEEFR MaAERISEFRGEER
PENER e FREEAOEERAEII AR

f&%& Secure Web Gateway Services AIERSEHEFERAE  AZHAEBRRSEXRFEFEHE
BSMERR RENF8 Secure Web Gateway Services {Ri&ZRFRAE BT EEBLENERE
EERBEFTIE

REMEIRIEZFIGERIEFIASREZLZRRWERR - Ti@ ERERHZAIRE]
BERARR (M1 TEEREENHE ) MASBRG ISR ARE-

11



AkE
F5Secure Web Gateway Services 2 %£%21%

AR ZHRE

Secure Web
Gateway

0

Salesforce.com

E

EEnplies

E

B2B fARE

BIG-P &

EinERE

. J
s Pswo) BT
Secure Web Gateway Services it g £Fa
ABRAE Web 21
o - @D Ec-P Access Polioy Manager CRE | e GEEED
0O TEBMERRANES °
+ Secure Web Gateway Services

© FERH

& 5 : ERBEESANNGEFINENS

BRAREAEFENR—M Secure Web Gateway Services EBE &SR KIEHE RINEERIBLF

BE:
o ERA Proxy 83 o
o MEERIEAOC
o i@HERE

o EREERM-

R DATHREEEER  t—EXNRATEZRIFREREAONSE -

0

&
ao
g o

M

YouTube

é

REAERS

) d

U

&

e

-an

Facebook
R ]

o

HERBNRA

i8R
[inEEhr

12



BEE

F5Secure Web Gateway Services 2 %£%21%

MEREAN

MEERRE AR S RAFLL B A RIS L AR S B0 B AR MR 7 NS - EREBVLREREE
EREAOEREAMNR - AR REMEADSEKRIBMHEE (HINRIERESE ) LUKENER
EZYIERT WMERIEAN (ED) @BREREEZRIFMBER-

ARBREREREEINEARA HRMERELEEEEEZERES L 8% £
RFRRIEEAERET SRS - WBHMEMERER R TAMERERE - WRE
FEERRE LR MAEL R AMMeeER—tER N ZERE L REFERRR -

PCl| CDE DMZ Zp&|515

EREIEENBEMEAEBEEZE Secure Web Gateway Services 2 PCl Z& i858t
ZFR5E o BFIZRER » Secure Web Gateway Services #&E & HREIIEG S PCl DSS (&5
FAERHIRIE (CDE)° PCI DSS 124/ 1.3.7 BEIFR : 1R CDE BHRAYEFAMRZEEELR
R AERE - P BERIER Proxy IEHIZR{REE LE(FAARES - /£ CDE AEFZE Secure Web
Gateway Services MERIR B LLIERATE  SBEEIRE LI MOERA B

BEHEE AR
k4

DMZ
Secure Web &
0
S5 MRS

+ Web %
—— T o ] + FEERE Web AP
- aOs L L L A

] | oemmm 1 | e
RS AR —amm——smm— @ [swa [ APm | — e
[ o ] [ o ] -W; " TGF-W. DDoS/ EFARE
e / — ) B
[ e | [ e | FE T2 =CB A /e [ ew—0 [R5 K L
- O 178
MBS AR wE BIG-P & e 30
~ 7 BB EEae
#9uk
ESSILT © /MES Proxy EE BN HTTP 818 POl K EHIR IR - 7
O =amE & PCIDSS 3k 1.3.7 » $§&ERILIREE @) Secure Web Gateway Services [ Uq E S 1t
- © ETTE Proxy B Web EERRISIERuEmHRasE | ) BIO-P Acess Poloy Manager A (e
BRHREIRAIRE - + Secure Web Gateway Services

6 : F5 iR 5 %R PCI CDE &

13



AkE
F5Secure Web Gateway Services 2 %£%21%

EEEEA 22 RGEEBNBEM BT R FEEETT Proxy LUfE/\EZEE -
MRBRIBPNEARBEREEEREE - BEHEERHA Proxy MEEERBEHLSHETR
EPNEEAET

£ Secure Web Gateway Services Hi» {REM—A% DMZ E S S REAEAINEE LK
A INSMEZCERERR Proxy #EIHAE

{ERA4SMEEX Proxy %3 DNS BR7%

JMETC Proxy FE R —EZR EMEE - 1T52 Proxy B AFAEIMNEEKRAVTEER R TEEMRES -
BB RHEEEHATLIEREALE DNS RIS A MBAIIHE HARFSAITHAE  EMmiE/
ZIERRFERIREZEE o BHIPRER ) FERINBE S/ MNBHERRE  W3EIRAEE DNS &iEEAR
28 intra.example.com e REDEIFREHAEMARES &M LHRHARTEAVINEE WEBEMEE
HERMRETEF-

#% Secure Web Gateway Services f#FTE/MENENAT - AIASEMINIZESME DNS AARSS -
WMEE—3 ST ZEAIAEE DNS RRSSMUEINEERATRE - EE[EIER T REMLE
£ BIAIZEAES DNS B ERIIMEEBRENEX (RATMIE3ZH Secure Web Gateway
Services R ) ER]LZiE/ B EEE WARENIE DNS T& &S IREVR L

TR EREHEIE

ERAXNNEBHEESEARBHETZBANE RERERRENX/INEGEENRBH
BERTEMER EMABZBERNIMB—EBHNREM BEKH NREFEHBEEX
www.example.com Bt FITERK/NEREEIEBIIRTE (5140 Secure Web Gateway
Services) FEHSEHEE A wWw.EXamPle.com - [RIZEEIMSEITRE - LUIEREIEH
FIA/NEHEEARTE o SSEENHE R INEE E B AHRAVELFIMELL (5120 Google Mail B &Rk
HtE ) KR EIER GBI

|
EEF 4848 PCI CDE DMZ % &t

RMEEERLEREBRTERN MEZ
§Uﬁﬁu¢%ﬂiﬁﬂ’1/i“

14



AkE
F5Secure Web Gateway Services 2 %£%21%

KRR EIBIREI P HITRIBR

BZEERZRREZENETRESBEER AEBRERUIGEBFOHEEER

hZE —
LETFEY —
PCI CDE DMZ —_ - —

7 BRE BRI R RS IEER

I-I-I

& Microsoft Forefront TMG #Z#&

HETZ AR E © Microsoft Forefront Threat Management Gateway (TMG) BY#&IERE A5
2 F5 Secure Web Gateway Services AJZZ4 o

REFBRE N\ r \
TMG IS SecureNAT Web Proxy # Threat Management
nERE  ERE fERE [ = o] Gateway F&51|
BIG-IP & BIG-IP ¥4
@ ) ’
= @O A Web Proxy EBEBEEERE - WUERHAR
RRHNERE FRAIEHHINPI
0 J I ——— BIG-IP Local Traffic Manager
\. J = ELIC]

8 : Microsoft TMG P&%5I7E— i} & 5 H8EE FEIENL

FRAEEHE TMG B9 F5 BIG-IP® Local Traffic Manager™ (LTM) 28 B a] LI IER Proxy IJRE
Rtk F5 FERAERFRITE L EER TMG R1EHE - IEM Proxy BEEAZE BIG-IP 1 T
BREPR B E B AT (CapEx) Fl&ESZH (OpEx) ZA] IR F AL -

15



BEE

F5Secure Web Gateway Services 2 %£%21%

iiﬁ“@fﬁﬁ &
oo
Gateway Services
AR -
N J TR RIBR BT
+ Web R214
+ EREBI N B AR TS
EFERE + AR

VOO||] =

| L
i
REEARH
. - . e SRR/ B
Q HEIGAAEREE £ E R HEEMBEE YRR WA E R
@ IEM Web Proxy sB@NINE - BREEREERGHE  MOuLEFSEMATERE
SRIEHIEIIMFE
ZRREIHY
RRRRERE © HHHRZRENENE B0
| J
m BIG-IP Access Policy Manager [5HA:DES 20 b
BIG-IP Local Traffic Manager CRe e GEEE
BIG-IP Advanced Firewall Manager + Secure Web Gateway Services

9: {#¢ TMG ##Z Secure Web Gateway Services #&RI#BEE

SRR R I EEF R AR

HRIFTE F5 R EE—1% Secure Web Gateway Services AIZFEZE F5 &S MASHIEAE
B HFIRRIE LIZEM a8 F5 BREIENIRE T8 2R ELUEST Secure Web Gateway
Servicese

BIG-IP 2200 | BIG-IP 5200 | BIG-IP 10200

SNATERE - FRil

o 1,800 5,700 ,
(BRTSH) 0 0 8,300
g
paib e , 7, 45,
(5*&5&%@) 9,800 37,000 5,000

iEPEERIE - 1B
Az 17
Pl 1,700 5,600 8,300
(BRZZ5E)

%f};ﬁ%%ﬁ ) 11,200 40,000 41,000

10 : F5 FEMIE

16



BB i
F5Secure Web Gateway Services 2 %£%21%

FEMERF LEERE
5@ F5 FREE IR KRR IR T IERERIRE] LIRS ERERERLE: - TRIA/NGRE
¥ Secure Web Gateway Services FISHAER R TNRIRSZE - 24P F5 FEHIRERF L
EHEEAESHEENHL 100 2] 30,000 Az -

Secure Web Gateway 7R _E#iE R

VIPRION 2400 30,000
10000 R 7 20,000
7000 27 15,000
5000 R7 10,000
4000 251 5,000
2200 1,000
VE 100

111 24P F5 PR RIRRF IR MERERME (LL 16 KB B PHEEANSER)

+=4
Q{=1=1;}:]
EHEELEKEIRAT F5 Secure Web Gateway Services AMAIAIERIA AR % d/bE
B RATHRERIRE RO T RGETE SR AR o

o FPSHEMIEEER F5 BERTTERIRENEMEREN Web L& ZARTIERIMILLS
FMERE TR B ERE R AT SR RAANEE - 108 IFERAE = ERRRYRE IR
£/ - shifiEEEM R 2 M RAIEZRIRE AN A B BRI EREN T 2 -

o FAVNBIMETFIEEMA Secure Web Gateway Services ' TR AEIEREIME RSN
T BRGFEE R FE -

o TWEAFERIBZERHGRIEHEA Secure Web Gateway Services #3137 PCI CDE DMZ:
W FEMRE SRR ARES o
F5 Secure Web Gateway Services BRI RIS R ZRIFES EHBETBEE IS LUBUA RS
MR AV E— B o

S HNREIREF  GERNNIE  fHEHS (Drive-by Download) » KT E
(Watering-hole Attack) FIIHEIZBINE APT) BHT B EBEBIFM—E 8 - HEIRIE
BENLEMFE SRTTET BB -SSL B E R R ENHERE MER
fie/ )R EZEE - WRSME IT RIREIEEATIIE-

17



BEE
F5 Secure Web Gateway Services 22£204%

F5 Networks, Inc. 401 Elliott Avenue West, Seattle, WA 98119  888-882-4447 www.f5.com ‘
®
F5 Networks, Inc. F5 Networks F5 Networks Ltd. F5 Networks
B EKHh[E ERM / s 3/ FEM Japan K.K.
info@f5.com apacinfo@f5.com emeainfo@f5.com 5j-info@f5.com

Solutions for an application world.

©2014 F5 Networks, Inc. E{F#EFTH » MREG—EFR o F5+ F5 Networks #1 F5 12554 F5 Networks, Inc. AEBEfMEMFTER / HEAIEIZ o Hith F5 BHIZESHIR 5.com °
HERFTRROEMIEAES - REXADNLBERS ARG ENEET - 5 LKEM/EIAEE © BTECTEAMBRIG (BRBERHRR) - 06/14
WP-SEC-23060 0614



